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Duration: 5 days

Overview

Red Hat® Enterprise Security: Network Services with
Exam is an intensive course that provides 4 days of
instruction and labs that show students how to use the
latest technologies to secure services. This class
advances beyond the essential security coverage
offered in the Red Hat Certified Engineer (RHCE®)
curriculum and delves more deeply into the security
features, capabilities, and risks associated with the most
commonly deployed services.

Pre-Requisites

v Knowledge of the essential elements of how to
configure the services covered, as this course
focuses on more advanced topics

v" RHCE certification or equivalent experience

Content

v' Mastering basic service security
v' Understanding cryptography

v/ Securing BIND and DNS

v/ Hardening RPC services
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* ¥ Red Hat Enterprise Security: Securing Network
Services with Exam

Improving NFS security with Kerberos and NFSv4
Advanced uses of Secure Shell

Building a secure email infrastructure

Securing FTP and Apache HTTPD services
Basics of intrusion detection and response
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Target Audience

Experienced Linux® system administrators responsible
for the overall security of their systems and networked
services and RHCEs interested in earning Red Hat
Certificates of Expertise or Red Hat Certified Security
Specialist (RHCSS) or Red Hat Certified Architect
(RHCA) certifications

Certification

v' Red Hat Enterprise Security Network Services
Expertise Exam (EX333)

This course prepares you for these credentials:

v" Red Hat Certified Architect — RHCA

v' Red Hat Certified Security Specialist — RHCSS

v' Certificates of Expertise
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